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Introduction 

This guide will provide an overview of recommended steps to create a disaster recovery plan for 
companies using JD Edwardsi EnterpriseOne or World software.  It will review typical planning 
scenarios and will provide guidance and reasonable recommendations for creating a disaster 
recovery plan for your organization.  Once you have completely reviewed this material, you 
should be able validate your existing plans or begin to create a new plan for your organization. 
 
Overview 

Where does a disaster recovery or business continuity plan rank among your corporate priorities? 
 
All too often, companies take for granted that a disaster will never strike their organization.  
Rather than creating formal solutions for such an event, importance frequently falls on other 
corporate priorities and missions.  According to Gartnerii, business continuity plans and disaster 
recovery services are required to ensure continuing corporate viability.  Statistically, two out of 
five enterprises that experience a disaster go out of business within five years. 
 
Does your company have a tested and comprehensive plan that would allow your business to 
function in the event of a disaster?  Could your organization afford and survive hours or days of 
disruption in the delivery of your information technology solutions?  Minimizing the downtime 
of your key business systems, identifying those responsible for providing strategic corporate 
direction and defining an interim business solution are points to consider when creating a 
disaster recovery plan.  Your goal should be to meet your employees and customers need for 
continuous availability to business critical systems, no matter what happens. 
 
Definitions 

Below is a list of frequently used industry standard terms.  Some definitions may change slightly 
based on the service level requirements defined by your company. 

Availability 

System uptime measured as a percentage of continuous access to your data and business 
applications.  For example, if an organization operates 24x7 and system access is available 
23.5 hours per day, system availability is 98.0%. 

Business Continuity  

A strategy that ensures business operations will continue despite a service interruption.  This 
includes creating a standard for staffing requirements, a plan of action to guarantee data 
availability, realignment of business processes to alternate solutions, procedures for alerting 
customers and a recovery plan after the interruption is resolved.  Each organization’s 
business continuity plan should be based on the unique needs of their business. 

Disaster  

Any event that causes a disruption to your organization can be considered a potential 
disaster.  Unplanned business disruptions are often the result of commonplace occurrences 
such as such as network outages, hardware failures, and personnel mistakes but can also be 
due to acts of nature such as hurricanes, earthquakes or floods.  The length of downtime 
determines if the disruption is an inconvenience or a disaster. 
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Disaster Recovery Plan  

A documented and tested plan listing your business recovery objectives and priorities, in the 
event your company experiences a disaster.  This plan should address the business case and 
recovery sequence for processes that are critical, and how much time a recovery should take 
before it financially impacts your company.  The plan should also address leadership 
responsibilities, alternate operational locations and staffing requirements. 

Downtime  

This is the amount of time that users cannot access information technology solutions such as 
data or applications, whether the downtime is planned or unplanned. 

High Availability

A solution that provides continuous systems operations for users with limited disruptions.  
This solution usually requires additional hardware and software to perform near real time 
data replication. 

Managed Business Continuity and Disaster Recovery Services

A service offered by a third party provider that includes stand-by equipment, data storage 
near the recovery site, periodic data restores, staff to perform the recovery, and 24x7 
support.  This service eliminates the requirement for staff from the company that has 
declared the disaster to travel to the recovery site and perform the restore. 

Recovery Point Objective (RPO)

This is a measurement of the point in time that your company needs data to be restored and 
determines an organization’s tolerance for data loss.  A company’s tolerance can vary from 
minutes to hours to possibly days. 

Recovery Time Objective (RTO)

This is the length of time it takes to resume to near normal business operations and defines 
an organization’s tolerance for lack of system access.  A company’s tolerance can vary from 
minutes to hours to possibly days. 

 
Planning Phases 

Planning for a possible future disaster and creating a plan to minimize the interruption to your 
business is an on-going process.  You can’t simply create a plan, communicate that plan to your 
organization and then put it away until it is needed.  Your plan is an ever changing collection of 
processes that will continue to evolve along with the changes to your business and information 
technology solutions. 
 
Key steps in your disaster recovery planning should include the following: 
 

1. Identify Risks.  Identify scenarios where a recovery is required. Then create a list 
of business requirements necessary during these potential interruptions. 

2. Agree on Business Requirements.  Partner with your business managers to 
define which business processes are critical to the continued operation of your 
organization.  Identify the required applications and business data needed to 
support these processes. 
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3. Create a Capabilities Assessment.  List gaps between the business requirements 
and potential solutions. 

4. Estimate the Costs.  Prepare cost estimates.  Define an acceptable length for 
unplanned downtime and prepare a budget to complete the desired solution. 

5. Define Leadership and Staffing.  Identify your executive leadership and the key 
employees who will lead the recovery efforts. 

6. Determine Your Recovery Site.  Select a recovery site in an alternate geographic 
region. 

7. Review Telecommunication and Connectivity Alternatives.  Define a solution 
to include primary and alternate connectivity options to your recovery site. 

8. Test the Plan.  Test your recovery scenarios.  Include a restore of applications and 
current production data to test your backup processes. 

9. Document Changes.  Periodically review your plan and document changes in your 
business requirements and their solutions. 

10. Communicate.  Provide thorough and consistent communications to your 
employees.  Educate your staff on the roles they play in a disaster situation and 
define the methods you will use to contact key corporate personnel.  Include an 
inbound communication strategy in the event that key members of your team are 
unable to participate due to their own personal issues. 
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Defining Your Business Objectives 
As you document your recovery plan, it is important to understand the business goals of your 
organization if a system interruption were to occur.  Aligning your information technology 
deliverables, including access to computer software and production data, with the requirements 
and objectives of your business line managers is imperative.  Don’t be afraid to ask the  
difficult questions as you document your plan.  For example, you should understand how long 
the business can operate without an information technology solution.  Define the impact of a 
total loss of access to all computerized solutions in terms of hours or days.  Determine if 
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funds have been allocated in your organization’s budget 
Planning Objectives

• Prioritization of required business processes 
• Alignment between IT and business line 

managers 
• Minimizing gap between requirements and  

deliverables 
• Defining acceptable length of downtime 
• Reducing potential data loss 
• Estimating the cost of recovery 
• Determine compliance and regulatory issues 
• Create a documented plan 
• Reduce or eliminate staffing dependencies 
• Clearly communicate the plan 
• Continually revise your plan for changes in 

business requirements 

to support the recovery efforts.  Review the impact of a 
regional disaster that eliminates both your primary and  
backup sites.  By answering these questions, you can  
begin to formulate the costs of support and recovery  
and receive buy-in from the business line managers. 
 
It is beneficial to have an independent liaison who can  
work with both business managers and information  
technology to create a plan.  A solid plan will define your  
recovery objectives, list current capabilities, contain a  
business case for developing solutions to meet gaps, and  
include a budget for meeting the defined objectives.  A  
well documented plan that does not meet corporate  
objectives is bound to disappoint, no matter how well  
it is executed. 
 
Measuring the Cost of System Unavailability 

Minimizing system unavailability is a requirement to meeting the uptime demands of your 
internal and external customers.  Since 1953, FEMA has recorded over 1,730 major disaster 
declarations, 3,278 emergency declarations, and 2,731 fire management declarations.  In 2006, 
FEMA recorded 90 weather related and emergency disasters in the United Statesiii.  Those 
disasters created many risks of unplanned downtime leaving corporations questioning their own 
disaster recovery plans and the impact downtime could have on their organizations, end users, 
and projected revenues.  FEMA may record catastrophic weather, but doesn’t trace security 
risks such as viruses, worms and hackers that infiltrate both internal and external sources.  
These types of threats are more prevalent than ever before and constitute yet another reason for 
companies to update their current plans. 
 

Causes of Downtime
Planned 
• Backups 
• System maintenance 
• Network upgrades 
• Software upgrades 
• Hardware maintenance 
 
Unplanned 
• Natural disasters 
• Viruses 
• Hardware failure 
• Network disruptions 
• Loss of environmental controls (cooling) 

Downtime can either be planned or unplanned.  Planned 
downtime occurs when you have a scheduled interruption 
in system availability.  This may include routine backups  
of your production data, scheduled system maintenance, 
or other tasks related to the support of your operational 
configuration.  Unplanned downtime is an unscheduled  
event from causes such as natural disasters, system support  
issues like the loss of power, a disruption in network  
connectivity, unauthorized system access from a hacker  
or virus, or a failure in computer equipment like the loss  
of a disk drive. 
 
System downtime can cost companies thousands of dollars 
in lost revenue.  There is also the financial impact from  
unplanned idle labor costs or unproductive capital assets.  The recovery from even the smallest 
system interruption can take hours to days of dedicated effort, straining already tight corporate 
budgets.  This could result in a serious financial burden for most companies, negatively 
affecting the bottom line. 
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The cost of downtime to any organization will depend on business type and geographic 
location.  To estimate downtime cost to your company, determine the per hour costs to your 
organization by reviewing the following categories. 
 

Lost Productivity – The number of hours of 
downtime times the number of employees at 
their burdened hourly rate. 

Lost 
Productivity 

Lost 
Revenue 

Financial 
Performance 

Additional 
Expenses Impact of 

Downtime 

Lost Revenue – The cost of the direct loss of 
incremental business during the period of system 
interruption. 
Additional Expenses – The cost of additional 
employees to assist with changes in business 
processes, the cost of additional or replacement 
equipment, staff overtime during the 
interruption, and travel or shipping costs to 
perform the recovery. 
Financial Performance – The impact to 
corporate cash flow, penalties and fees for not 
meeting corporate SLAs, loss of discounts for 
timely vendor payments, and decrease in external 
market valuation. 

 
Today, most businesses can’t operate without access to their computer systems.  Your company 
may have automated manufacturing equipment that relies on specific systems for processing 
key configurations or you may have distribution processes that are dependent upon scheduling 
tools that interface directly with a preferred shipper. 
 
Downtime costs can vary by industry, company size, and productivity rates.  As an example, a 
company with $500M US in annual revenue with 500 employees, operating 20 hours a day, 320 
days a year, with an average hourly pay rate of $25.00, and a 40% loss in productivity due to a 
disaster could experience downtime costs of $37,100 per hour for every hour of system 
downtime.  For a 3 day outage, a company of this size would have downtime costs of $2.3M 
US.  For a 5 day or a 7 day outage, the costs would be $3.7M US and $5.2M US, respectively.  
Companies of all sizes should implement a comprehensive disaster recovery plan to avoid 
bearing these heavy costs. 
 
Be Proactive about Planning 

It is important that both you and your executives understand your business processes and 
dependence on information technology.  When defining your business recovery plan, be sure 
you understand the processes that are critical to the survival of your organization and build your 
recovery plan to support those key needs first.  Key elements of any disaster recovery plan will 
include answers to the following questions. 

 Who is responsible for leading the recovery processes? 
 What business processes are our top recovery priorities? 
 Do we have sufficient funding for a major disruption in service? 
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 What specialized skills does my organization require to recover? 
 What are my alternatives to staffing if key personnel are unavailable? 
 What facilities will be used for the recovery? 
 If we cannot access the production facilities, do we have an alternate location 

identified?  If yes, where? 
 Can our recovery site provide long term support in the event that the 

production data center is severely impacted? 
 Are our tapes off-site and secure? 
 Where is our production data stored? 
 When was our data last delivered to this location? 
 What is our data archiving process? 
 Can we guarantee delivery of our data to an alternate location? 
 Have we identified critical business forms, including checks, invoices, and sales 

orders?  Are these at the recovery site? 
 Do we have a vendor who can quickly provide replacement hardware? 
 Do we have redundant network capacity? 
 How do we manage variables to our plan including the closure of major 

transportation centers like highways or airports? 
 When was the last test of the recovery plan? 
 Since the last test, have any key processes changed? 
 Does our plan address the regulatory and compliance requirements of our 

business? 
 
If your company was struck with a disaster today, how would your fare?  The executive 
responsible for leading your company out of a disaster situation should thoroughly understand 
the recovery plan.  In addition, every employee in your organization should understand the 
corporate support plans and their roles.  Employees who are participating in the recovery 
should have copies of their steps in the recovery plan off-site with them.  Be prepared for 
things to go wrong in a recovery.  A well defined plan is the first step in reducing potential 
issues. 
 
Access to Data 

Accessing your production data is vital to a successful recovery.  It is key to have backup 
processes and a remote storage location that supports the timely retrieval of previously saved 
data.  Remember, you can’t recover without your data.
 
The amount of operational data required for a recovery that aligns with your business 
application objectives depends on the JD Edwards solutions you use to run your business.  In 
addition, you may have critical data such as images or other supporting documents that are 
required for the recovery.  With today’s distributed environments and the need for 24x7 system 
access, it is imperative that your company have a cost-effective backup and storage solution that 
supports your business plan. 
 
The data component of your recovery plan should include daily and weekly backups that should 
be sent to an off-site storage location for safe keeping.  You should define an appropriate tape 
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rotation scheme for data that is delivered offsite in order to address your application and data 
recovery needs.  Optimally, your plan will not only define regular off-site storage but also 
alternate recovery locations that are in a different geographic region than your production 
facilities.  With off-site data storage solutions established in your plan, your data and applic
backups will be secure and readily available for recovery when you need it.  Aligning the sto
location with your recovery site will help you successfully execute your plan.

ation 
rage 

should establish 
e procedures you will use to verify data transactions when your systems return.  It will help to 

up 
 

 

y Time Objective (RTO) will be based on which business critical applications 
re required after the unplanned interruption.  This objective is measured in time from the 

s an 

 
Once you have adopted your backup strategy and data storage methods, you 
th
understand how much data loss is acceptable to your company.  Your Recovery Point 
Objective (RPO) will be based on how much data/transactions your organization can afford 
to lose.  Most organizations depend on backups to protect their data.  Often, these back
processes occur after business hours each day.  Recovery from backups can often take days and
this process exposes a loss of data/transactions between the point of disruption and the last
good backup. 
 
Your Recover
a
point of disruption through the recovery of critical systems and data up to the time when key 
business processes are again functional.  You will need to know if your organization require
RTO that is measured in minutes or hours or if the resumption of normal processes be 
measured in days or weeks. 
 

TAPE 
BACKUPS

TAPE 
BACKUPS

RPO

RTO

ENTERPRISE
CLUSTER

Zero to seconds

12-24 Hours

Minutes1-2 Weeks 48-72 Hours

ManagedManaged
Business Continuity and Disaster Business Continuity and Disaster 

Recovery ServicesRecovery Services
$$$$$$

Internal/
Alternate SiteIBM BCRS

SUNGARD

HIGH AVAILABILITY
LOGICAL REPLICATION

 
 
For example, a business that delivers products or services via a customer self service solution

ay require a recovery time of less than an hour with minimal data loss.  This would indicate a 

 a 

 
m
low tolerance for downtime and may suggest the need for a High Availability solution.  Or if 
the key JD Edwards application you need to recover is payroll and the next time entry and 
check run period is two weeks away, your organization may be tolerant of a recovery time of 
less than two days with the potential for data loss to be less important.  This would indicate
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higher tolerance for downtime and the acceptability of a tape backup solution.  Assessing thes
types of scenarios can assist with determining if high availability is the best solution for your 
company. 
 
The Hum

e 

an Element 

s that address their equipment requirements and recovery processes 
e amount of staff required to successfully execute their plan.  

en 
 

ployees possess when they finally do 
ach the recovery site.  Too many companies, especially those that perform recovery tests with 

 It is a 
ood idea to test your disaster recovery plan with a subgroup of assigned individuals while 

your disaster recovery plan includes cross 
epartmental staffing, it is important to have 

 

 
 

e not 

est Your Plan 

plan been tested in the past six months?  Your company should make a 
t the plan semi-annually and update it with changes in key processes.  Treat 

ng and recovery of any disaster to be the IT department’s 
sponsibility.  Working with a company that assists with the execution of your disaster 

ervices 

Many companies have plan
but often underestimate th
Equipment only works if somebody is able to operate it.  In the recent Gulf coast hurricanes, 
key personnel were displaced or unavailable due to health risks or personal priorities.  Wh
regional disasters hit, transportation within the area can be difficult and may result in your staff
being unable to reach their assigned locations.  Equipment may be accessible, but it will be 
ineffective if your staff cannot access the recovery site. 
 
Another human variable is the level of expertise your em
re
no more than their data center staff, often count on IT heroics to pull them out of a crisis.  
Expecting IT to perform a miracle in an outage is difficult for your staff and avoidable today 
when full recovery tests can be performed without impacting your production users. 
 
You may never know if all your key personnel will be able to assist with the recovery. 
g
leaving the remainder of the team to run normal business operations.  The success or failure 
will be a good indicator of your corporate readiness. 

 
When 

 

d
detailed and precise documentation.  Companies 
should create recovery documentation so that
anyone in the business, from the shipping 
manager to the CFO, can start a recovery.  In a
well tested plan, an employee from another
department should be able to start the recovery 
in the event employees from your IT staff ar
available. 

 
 
 

 
Staffing 

Assess 

Plan 

 
Execute 

 
T

Has your recovery 
commitment to tes
this plan as an evolving document. 
 
Most companies consider the planni
re
recovery plan can be attractive to companies with limited funding, scarce capital resources or 
staffing constraints.  By establishing a relationship with a successful Managed Recovery S
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Provider, you can eliminate the costs of duplicating internal systems and provide answers for 
staffing concerns and geographic risks associated with a regional disaster.  When reviewing the 
offerings of providers for disaster recovery services, inquire about their ability to provide for 
the following requirements: 

 Hot stand-by equipment that matches your production configuration. 
Connectivity options from your locati on to their recovery site. 

 
r companies with similar 

 
Today’s integrated business processes are dependent on sophisticated software solutions that 
re often supported by expensive hardware infrastructures and complex integrations.  The cost 

pport 

ter recovery plan by 
ducing incremental capital expenditures for hardware plus employee travel and data shipping 

ow can you determine your readiness in the event of a disaster or service interruption?  By 
tionnaire below, you should be able to determine if 

 Off-site storage of your data close to the recovery site. 
 Availability for their staff to perform a recovery on your behalf.
 Experience from performing system recoveries for othe

JD Edwards software solutions. 
 Long term support in the event that your production data center is severely 

impacted. 

a
of internally replicating this component of the recovery solution can be high.  For some 
companies, working with Managed Recovery Services Providers is a cost justifiable expense.  
When there is an alternate location in your recovery plan, selecting a provider that can su
your JD Edwards applications and production data restore is important. 
 
This managed alternative will often offer a lower total cost for your disas
re
costs while allowing your staff to concentrate on other corporate requirements or personal 
needs created by the service interruption. 
 
Perform a Self Assessment 

H
completing the Assessment Ques
improvement opportunities exist within your plan. 
 
 Assessment Questionnaire Yes No 
 1. Is your data stored off-site and in a secure location?   
 2. Can you guarantee the ecovery site when    availability of your data at your r

needed? 
 3. Have you recently confirmed your backup routine?   
 4. Is your recovery site in a different geographic region than your production 

site? 
  

 5. Do you have more than one employee capable of performing the recovery?   
 6. Can you guarantee the availability of your personnel at the recovery site?   
 7. Does the configuration of your recovery equipment match your production 

configuration? 
  

 8. Have you successfully performed a recovery in your alternate site in the past 
6 months? 

  

 9. Does your recovery solution provide long term support in the event your 
production facility is unavailable for an indefinite period of time? 

  

10. Have you included plans for a conversion from your recovery site back to 
the production site? 

  

www.wts.com WTS Disaster Recovery Planning Guide Page 10
  



   

If you  review of your plan could 
b l
 

 that companies spend up to 25% of their budgets on disaster recovery planning.  
uterized records, 43% never reopen, 51% close 
g-termiv.  In today’s time sensitive and data 

s 
uld 

to your automated solutions. 

In t ed a 
disa
 

ed to provide you with disaster recovery planning and recovery solutions 
r your JD Edwards software and complementary products.  Our recovery services and 

supplement your staff by providing the creation 

ery 

lan during a time of crisis.  A decision of family over business is an 
xtremely difficult one to make and one many employers would rather not ask their employees 

y 
e 

 answered No to any of these assessment questions, a further
e va uable. 

Who Needs a Disaster Recover Plan? 

t is estimatedI
For companies that had a major loss of comp
within two years, and only 6% will survive lon
dependent economy, every company should have a documented and tested disaster recovery 
solution.  Your organization needs uninterrupted access to business critical data and the system
that support your business processes.  A recap for planning your JD Edwards recovery sho
include these steps: 
 

1. Assess your recovery needs by determining the business impact of an 
interruption 

2. Prioritize your critical business processes and the solutions that are required to 
maintain your operations. 
Create a capabilities assessment that includ3. es the costs of your disaster recovery 
solution.  Include the costs for providing a solution to all critical business 
processes. 

4. Align your business process owners’ needs with the capabilities assessment to 
generate a gap analysis for your organization. 
Create a pla5. n that defines the architecture, timelines, staffing, and location of the 
recovery solution. 
Execute this plan in a test environment measu6. ring your ability to meet the 
business objectives. 
Grade your ability t7. o meet the planned solution listing gaps and weaknesses. 

8. Repeat the assessment cycle. 

oday’s data dependent work environment, it should be clear that all companies ne
ster recovery plan. 

Disaster Recovery Solutions from WTS 
WTS is uniquely qualifi
fo
experienced information technology teams can 
of a disaster recovery plan, access to state of the art data centers, off-site data storage and 
retrieval processes, plus access to our skilled JD Edwards staff who will perform the recov
for your organization. 
 
Regional disasters have shown us that it can be difficult for personnel to commit to executing 
your disaster recovery p
e
to make.  A WTS solution makes available our disaster recovery expertise to perform a recover
without having your personnel travel to the recovery site.  This not only saves travel expens
but it ensures the recovery process is started on time by some of the best resources in the 
industry. 
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Whether this is your first step in creating a comprehensive disaster recovery solution or if you 
recognize the need to improve upon your existing plan, gives us a call at 1.877.987.7253 an
learn mor

d 
e about the benefits of disaster recovery and business continuity solutions with WTS. 

TS, Inc. provides a wide range of services for JD Edwards EnterpriseOne and JD Edwards 
orld customers including Hosting, Disaster Recovery, Remote Applications Management and 

y product support.  Our customers benefit from an industry-proven solution that 
s 

 
 
About WTS 
W
W
complementar
increases efficiency, enables business and technology change, and reduces IT risk.  Oracle hold
a significant equity interest in WTS.  Founded in 1997, WTS is a privately held corporation with 
headquarters in Seattle, Washington.  Additional information about WTS is available at 
www.wts.com. 
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