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1. Introduction 
 
The purpose of this paper is to introduce the JD Edward’s Database Audit Manager (DBAM) 
module and present the many benefits it provides to the JDE World users. 
 
DBAM was introduced into the JD Edwards World application in 2003 with release of Cum 14 
of A7.3 and Cum 6 of A8.1.  It was also made available via a PTF for earlier releases of both 
A7.3 and A8.1.  It is now fully contained within version A9.1 of the JDE World application.  It 
is compatible with all historic versions of A7.3 and A8.1 of JDE World and if you currently do 
not have the functionality it is downloadable (for free) from the customer portal on Oracle’s 
website.  
 
All organizations are now fully aware of the compliance regulations introduced by Sarbanes 
Oxley.  This paper is not intended to summarize or précis these requirements’ suffice to say 
that SOX has placed considerable responsibility on company officials to ensure that the 
company operates with an adequate control framework in place.  In overall terms billions of 
dollars have been spent in order to create adequate control frameworks and gain SOX 
compliance.  This has led to better control awareness amongst all organizations whether 
SOX is required or not.  Company directors and officials are now fully aware of the impact 
inadequate internal controls can have on their business growth and profitability as well as, in 
certain companies, their legal implications. 
 
Within ERP application offerings the JDE World application has been a popular choice with 
many organizations. The application has been developed to cater to all industries and offers 
the flexibility to be fine tuned to suit specific businesses.  It is this flexibility that introduces 
an element of control concern and places an added burden on the organization to ensure 
that optimal controls are configured within the application.  Also the base JDE World 
application, which predated SOX, has not changed significantly.  The existing security 
functionality within JDE World has largely been around since the inception of the application. 
 
Application security is crucial in any organization, whether SOX compliant or not. It is critical 
that it is implemented correctly.  Facilities exist in JDE to create good access control (menu 
security); most interactive programs that update can be secured to prevent users from 
performing certain events (action code security); videos can be secured (function key 
security); and certain data ranges can be protected in certain files (business unit security).  
Companies should also understand that there are many methods to access and update JDE 
data, not just through JDE applications themselves. 
 
No matter what implementation strategy is used for World security, or whatever third party 
product is used to support this, the efficacy of any implementation is proved by auditing 
which users have performed data updates and through which mechanism, DBAM provides 
this capability.  
 
 

2. Data Base Audit Manager 
 
As the name suggests DBAM, specifically Database Audit Manager, allows the organization to 
monitor precisely who does what to one of their most valuable assets – the  
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data itself – This powerful functionality allows the user to select any JDE file, and based on 
their own specific configuration, capture all changes made to it.  More specifically who made 
the changes, when they were made and which application (JDE or otherwise) was used to 
make it. 
 
 
How it works    
The DBAM functionality is executed from the JDE menu G946.  Firstly a customer should 
decide on a naming convention for the trigger programs and audit files DBAM will create.  
There are then 3 simple steps required to setup an effective audit history of any JDE table. 
 

1. Select the Files to be monitored 
2. Select the Fields to be monitored for updates 
3. Select the Fields to be recorded 

 
Once these selections have been made through DBAM and the audit files and trigger 
program names have been defined all necessary objects will automatically be created either 
interactively or in batch mode. 
 
All that is left to start a complete audit history of any Add, Change or Deletion event is to 
turn on the audit triggers through DBAM. 
 
 
Reporting  
The data stored in the audit history File can be reported using Query, DREAM writer or 
World writer reports. 
  
 

3. DBAM versus Journaling or Other monitoring methods. 
 
 
A number of third party OS400/I5OS tools for database audit exist and the OS itself has its 
own database change recording mechanism though Journaling.  However neither of these 
are designed to work seamlessly with JD Edwards.  This can make setup more complicated 
(file/environment identification etc.) and create additional integration work for JDE 
customers.  Third party tools will obviously generate additional costs both in terms of 
acquisition and implementation. 
 
Journaling itself has a very wide scope and does not exist to simply record database 
updates.  It has been designed to cover amongst other things… 
 

• Updates to the journal receivers themselves 
• File operations including when they are opened and closed 
• Record updates 
• Support for commitment control 

 
Furthermore the complexity of setup, for example you have to specifically request if a 
record’s before image is recorded, can be daunting.   
 
 



JDE Database Audit Manager 

©2008 Ategrity Limited   3 

 

 
 
 
Perhaps the most important consideration when using Journaling as opposed to DBAM is 
that it is indiscriminate in terms of the database updates it records.  Within JD Edwards 
many interactive applications will update the user date and timestamp fields when no other 
updates to the record are made.  For example if a subfile screen holds 15 records and an 
action code update is applied to 1 record, the date and timestamp fields for all 15 records 
will be altered and recorded in a journal.  This can lead to confusion and significant data 
volume issues. 
 
Because DBAM is based on trigger program logic it can specifically exclude these or any 
other fields from a file being monitored. 
 
 
 
 

4. Getting the most from DBAM 
 
There are literally thousands of tables in the JD Edwards World application.  Fortunately the 
vast majority of these while not immaterial to an organizations operation, would not warrant 
database audit monitoring.  As a minimum Oracle recommends that the JDE security tables 
are monitored. 
  
Every customer is unique and may have a specific audit requirement.  However to assist in 
the selection of files we can consider four types of table.  Appendix A holds a list of 34 files 
recommended for DBAM audit which fall under one of these 4 file groups. 
 

1. Security files 
2. Configuration files 
3. Entity files 
4. Transactional files 

 
Security Files 
It is quite apparent why the JDE World security tables should be audited.  These will define 
both access control and what a user can do when they are in an application.  Included in the 
recommended audit file list are the menu tables.  These hold masking attributes that can 
grant or deny access.  All too frequently users will create their own instance of menus that 
call JDE or non JDE applications.   
 
Configuration Files 
There are many configuration files in JDE.  It is these that make the application so flexible 
and user friendly.  The files referred to in the appendix have a particular sensitivity to 
possible misuse.  For example automatic accounting instructions will define the path of 
automated transactional processing in terms of source and destination accounts. 
 
Entity Files 
If a fraud were to be perpetrated this would in many cases require the definition of some 
sort of entity.  This might be an account, supplier or fictitious employee.  For this reason a 
selection of critical entity definition files have been included in the appendix. 
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Transactional Files 
For whatever reason, be it genuine fraud or human error, the clearest record of what has 
been done on a system will exist at the transactional level.  For that reason the primary 
transactional files have been included in this section as a recommendation for auditing.  
While data volumes are unlikely to be an issue for the files in the other areas, the selected 
audit fields in these tables should be kept under review.  The best way to manage data 
volumes is to purge the data from these tables by audit history date which is a Julian value 
held on all audit tables. 
 

 
 
5.  Benefits of DBAM 
 
The DBAM functionality has been developed to provide a truly effective audit solution for its 
users.  The functionality is freely available and is an excellent addition to any organizations 
operation.  As mentioned previously it is vital for an organization to be able to determine 
who has done what to the actual data it owns.  Included in this paper (see appendix A) is a 
list of JDE files recommended for monitoring.  DBAM for JDE World is the ideal way to do 
this. 
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Appendix A 
 
 
Security files recommended for DBAM audit 
 
File ID Descritpion 

F0001 Business Unit Security 

F0003 Action Code Security 

F0103 Action Code/Search type Security (A9.1) 

F00042 User Defined Code Security 

F0024 User Group Batch Security File 

F0082 Menu Master 

F00821 Menu Selections 

F9612 Function Key Security 

 
 
 
Configuration files recommended for DBAM audit 
 
File ID Descritpion 

F0002 Automatic Next Numbering File 

F0004 User Defined Code Types 

F0005 User Defined Codes 

F0006 Cost Center Master 

F0011 Batch Control Records 

F0012 Automatic Accounting Instructions Master 

F0014 Payment Terms 

F0092 Library Lists – User 

F0093 Library List Control 

 
 
 
Entity files recommended for DBAM audit 
 
File ID Descritpion 

F0101 Address Book Master 

F0301 Customer Master 

F0401 Supplier Master 

F060116 Employee Master 

F06116 Employee Transactions Detail File 

F0901 Account Master 

F1201 Item Master File 

F4101 Item Master 
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Transactional files recommended for DBAM audit 
 
File ID Descritpion 

F0311 Accounts Receivable Ledger 

F0411 Accounts Payable Ledger 
 
 
F06490 Payroll - Accounts Payable Detail File 

F0911 Account Ledger 

F4111 Item Ledger File 

F4201 Sales Order Header File 

F4211 Sales Order Detail File 

F4301 Purchase Order Header File 

F4311 Purchase Order Detail File 

 


